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Foreword

Welcome to the 22d edition of theMicrosoft Security Intelligence Reparbi
annual publication that wereate for our customers, partners, and the industry.
The purpose of this report is to educate organizations about the current state of
threats, recommended best practices, and solutions. What sets it apart from
other security reports is the tremendousdadth and depthof intelligence it

draws from.

The intelligence that informs this report comes from securitjated signals

from the consumer and commercial epremises systems and cloud services
that Microsoft operates on a global scale. For example,rgvaonth we scan
400 billion emails for phishingnd malware process 450 billion authentications,
and exeute 18+ billion webpage scans.

I n this edition of the report, wedve made t wo
organized the data sets into two categories, cloud and endpoint, because we

believe it is important to provide visibility across both. Second, we are sharing

data about a shorter time period, one quarter (January 206March 2017),

instead of six months. Wiglan to share data on a more regular basis moving

forward, so that you can have more timely visibility into the threat landscape.

This increase in frequency is rooted in a principle that guides Microsoft

technology investments as well: using data and iligeince to help our

custamers respond to threats faster.

We continue to develop new capabilities in our platforms that use machine
learning, automation, and advanced reéime detection techniques. Our aim is

to strengthen our cwymotect agaimssedolvingbi | ity to not onl

sophisticated threats, but also quickly detect and respond when a breach
occurs.

We hope that readers find the data, insights, and guidance provided in this
report useful in helping them protect their organizations, software, aisers

MicrosoftSecurity
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About this report

TheMicrosoft Security Intelligence Report (81&)ses on software
vulnerabilities software vulnerability exploits, malwagsnd unwanted software.
Past reports and related resources are available for download at
www.microsoft.com/sirWe hope that readers find the data, insights, and
guidance provided in this report useful in hetygi them protect their
organizations, software, and users.

Reporting period

This volume of théMlicrosoft Security Intelligence Redoduses on the first
guarter of 2017with trend datgpresented on a monthlypasis. Throughout the
report, halfyearly andquarterly time periods are referenced using thelyy or
nQyy formats, in whiclyyindicates the calendar year amindicates the half or
guarter. For example, 1Atepresents the first half of 201January 1 through
June 30), and 4@@lrepresents the fouh quarter of 206 (October 1 through
December 31). To avoid confusion, please note the reporting period or periods
being referenced when considering the statistics in this report.

Conventions

This report uses th@Vindows Defender Security Intelligen¢é/DSj formerly

called the Microsoft Malware Protection Center MMPQ naming standard for
families and variants of malwar€or information about this standard, see
MAppendix A: Threat naming conventiods o0 n 43 la this report, any threat

or group of threats that share a common unique base name is considered a
family for the sake of presentation. This consideration includes threats that may
not otherwise be considered families according to common industry practices,
such as generiand cloudbased detections. For the purposes of this report, a
threat is defined as a malicious or unwanted software family or variant that is
detected by the Microsoft Malware Protection Engine


http://www.microsoft.com/sir
https://www.microsoft.com/wdsi/
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Compromised accounts and
password safety

Consumer and Enterprise Microsoft accoumt® a tempting target for
attackers, and the frequency and sophistication of attackloud-based
accounts ae accelerating. The ldentitgecurity andProtectionteam has seen a
300 percent increase in user accounts attacked over the past year. A large
majority of these compromises are the result of weak, guessalasswords and
poor password management, followed by targeted phishiatacks and
breaches of thirdparty services.

Figurel Observedaccountsunder attackduring the first three months of 2016 and 2017
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The number oMicrosoftaccount signins attempted from malicious IP
addressedas increased by 44 percent from 1Q16 to 1Q17. Security policy based

on riskbasedconditionalaccess,incudi ng comparing the requesting
addresstoasetofknowpt rust ed | P addressesd6 or otrusted

reduce risk of credentiabuse and misuse.

IMi crosoft requires users to choose strong passwords that candt

accounts, and recommends that organizations adopt similar policies for their identity management systems.

0
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Figure2. Total volume of Microsoft accousigr+in attempts blocked from malicious IP addressksing the first three months of

2016 and 2017
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As an increasing number of sitese breached and passwords phished
attackersattempt to reuse the stolen credentials onultiple services Therefore,

one of the most critical things a user can do to protect themselves is to use a
unique password for every site and never reuse passwords across multiple sites.
Also, organizations aafurther minimize risk by training users to avoid the use

of simple passwords (easy to guess/crack), using alternative authentication
methodsor multi-factor authentication and implementing solutions for

credential proection and rik-basedconditionalaccess.

Microsoft automated systems detect and block millions of password attaakk

day. When an attacker is observed using a valid credential, the request is
challenged and the user is required to provide additionaligation in order to

sign in. Attackers, for their part, can be sophisticated and skilled at mimicking real
users, making the task of safeguarding accounts a constantly evolving challenge.

Microsoft offers several solutions to help reduce risk of credggmompromise
and privileged account abuse:

1 Windows Hello for Businessts a user authenticate to a Microsafccount
or a non-Microsoft service that supports Fast IDentity Online (FIDO)
authentication by having the user set up a gesture (Windows Hello or & PIN


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-azureadjoin-passport

as opposed to having to use a network

device. This authentication nieod can be a good alternative to password
usage to evade phishingased on password cracking.

Credential Guardises virtualizatiorbased security to isolate secrets such as
network passwords so that only privileged system software can access them.
Unauthorized access to these secrets can lead to credential theft attacks,
such agPassthe-Hashor PassThe Ticket.

Microsoft Azure Active Directory ldentity Protemtiprovides a consolidated
view into risk events and potential vulnerabilitteat canaffect your

organi zationds identities. Based on

a user risk level for ehauser, enabling you to configure ridkased policies
to automatically protect the identities of your organization. These policies,
along with other conditional access controls provided by Azure Active
Directory and Enterprise Mobility + Security, can auttically block the
user or offer suggestions that include password resets and riattior
authenticationenforcement.

Microsoft Rivileged Identity Managementffers protection for the credentials

of privileged accounts, which are accounts that administer and manage IT
systemsCyberattackers target these accounts to gain access to an
organizationds data and systems. To
the accounts and systems from the risk of being exposed to a malicious user.

Azure Multi Factor AuthenticatiofMFA)is Microsoft's twestep verification
solution that helps safeguard access to data amplicationswhile meeting
user demand for a simple sigim process. It delivers strong authentication via
a range of easy verification options including:

1 Phone calls

Text messages

Mobile app notifications

Mobile app verification codes

Third-party OATH tokens

To lower the exposure time of privileges and increase your visibility into their
use,users are limited t@nly taking on thei(elevated)privileges "just in
t i mubeh they need to perform a task

=A = =4 =

ri sk

secure

password

event

pri v


https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-guard
https://technet.microsoft.com/en-us/dn785092.aspx
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/active-directory-securing-privileged-access
https://docs.microsoft.com/en-us/azure/multi-factor-authentication/multi-factor-authentication

Cloud service weaponization

Cloud services such as Microsoft Azure are perennial targets for attackers
seeking to compromise andeaponize virtual machines and other servicesaln
cloud weaponization threat scenario, an attacker establishes a foothold within a
cloud infrastructure by compromising and taking controlafe or morevirtual
machines. The attacker can then use these virtual machinésutachattacks,
including brute brce attacks against other virtual machines, speampaigns

that can be used for email phishirgjtacks, reconnaissance such as port
scanning to identify new attack targets, and other malicious activities.

Azure Security Centeactively monitors for cloud weaponizaticattempts
Figure3 shows the distribution of the outbound attacks discovered by Azure
Security Center advaced detection mechanisms.

Figure3. Outbound attacksdetected by Azure Security CenterQ17

Port scanning/port
sweeping

\3.7%
\ SSH brute force

Other 1.7%
1.6%

Communication
with malicious IP

51.0%

Figure4 and Figure5 show where incoming and outgoing attacks originate
from.

2 Communications with malicious IP addresseay be slightly lower than shown due to false positives from a
threat intelligence data source.



Figure4. Incoming attacks detected by Azure Security Ceritet Q17by country/region of origin
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Figure5. Outgoing communication to malicious IP address#stected byAzure Security Center ibQ17by address location
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1 More than twothirds of incoming attacks on Azure services in 1Q17 came
from IP addressem Chinaand the United Statesat 35.1 percent an82.5
percent, respectively. Koresas third at 3.1 percent, followed by 116 other
countries and regions.

1 Compromised virtual machines often communicate with commaand-
control (C&C) servers at known malicious IP addressesceive
instructions. More than 89 percent of the malicious IP addresses contacted
by compromised Azure virtual machines in 1Q17 were located in China
followed by the United Statest 4.2 percent.



Drive-by download sites

Adrive-by downloadsite is a website that hosts one or more exploits that target
vulnerabilities in web browsers and browser addais. Users with vulnerable
computers can be infected with malwasemply by visiting such a website, even
without attempting to download anything.

Drive-by download pages are usually hosted éegitimate websites to which an
attacker has posted exploit code. Attackers gain access to legitimate sites
through intrusion or by posting malicious code to a poorly secured web form,
like a comment field on a blog. Compromised sites can be hosted anyeviver

the world and concern nearly any subject imaginable, making it difficult for even
an experienced user to identify a compromised site from a list of search results.

Figure6. One example of a drivédy downloadattack

1. User with vulnerable
computer visits
compromised web page
with invisible IFrame

4. If the exploit succeeds,
malware downloads from
another server to the
victim’s computer

2. IFrame embedded in 3. The page redirects to
page secretly loads another page containing
another page an exploit

»
> L >

Compromised or Redirector Exploit server Malware server

malicious web server /

Search engines such as Bing have taken a number of measures to help protect
users from driveby downloads. As Bing indexes webpages, they are assessed
for malicious elements or malicious behavitirthe site owner is registered with
Bing as a webmaster, they are sent a warning about the malicious content, and
can request a reevaluation of the site after taking care of the probBetause

the owners of compromised sites are usually victims theneselthe sites are

not removed from the Bing index. Instead, clicking the link in the list of search
results displaya prominent warning, saying that the page may contain
malicious software, ashown inFigure?.




Figure7. A drive-by download warning from Bing
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Figure8 shows the concentrationf drive-by download pages in countries and
regions throughout the world in March 2017.

Figure8. Drive-by download pages idexed by Bing in March 201per 1,000 URLs in each country/region

Drive-by download pages per
1,000 URLS, April 1, 2017
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Worldwide: 0.17

1 Bing detected 0.17 drivby download pages for every 1,000 pages in the
index in March 2017.

Figure9 and Figure10show trends for the locations with the highest and lowest
concentrations of driveby download pages in 2017.
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Figure9. Monthly trends for countries/regions with the highest concentration of drivg download pags in March 2017
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Figure1Q Monthly trends for ountries/regions with thdowestconcentration of driveby download pages in March 2017
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Locations with the highest concentration of driiy download pages in
March 2017nclude Taiwar{7.4 per 1,000 URLS), Ifdn5), and Russ{@.6).

Locations with the lowest concentration of drily download pages in
March 2017 include Luxembou(@.001 per 1,000 URLSs), Ku\i@id01), and
Belize(0.002).
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Malicious and unwanted
software

Encounter rate

Encounter ratés the percentage of computers running Microsoft ret@the
security products that repora malwareencounter? For example, the encounter
rate for the malware familWin32/Banloadn Braziin March 2017 was 0.4
percent. This data means thaf the computers in Brazil that were running
Microsoft reaitime security software in March 20174 percent reported
encountering the Banload family, and 99.6 percent did not. Encountering a
threat does not mean the computer has been infected. Onlynguters whose
users have opted in to provide data to Microsoft are considered when
calculating encounter rates.

Figure11Worldwide monthly encounter rates, Janudéijarch 2017
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2%

Encounter rate (percent of all reporting computers)

0%
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3 Encounter rate does not include threats that are blocked by a web browser before being detected by
antimalware software.

4 For informatian about the products and services that provide data for this report, @ggendix B: Data
source®on page45.
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https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Banload
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The telemetry data generated by Microsaecurity products from computers
whose administrators or usechoose to opt in to provide data to Microsoft
includes information about the location of the computer, as determined by IP
geolocation. This data makes it possible to compareounterrates,patterns,
and trends in different locations around the worldsing encounter rates,
Microsoft learns about the most prevalent threats on both global and per
country bags, and uses this information to enhance its security products and
services to addresthose threats.

Figure12 Encounterrates by country/region, March 2017
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1 Locations with high encounter rates included BangladeBhkistan
Indonesig and Egypt all of which had an average monthly encounter rate of
24.0 percent or higher in 1Q17.

I Threats that were unusually common in Banglad@stiuded the worm
familyWin32/Ippedo (ranked fourth in Bangladesh in March 201728
worldwide), the virusamily Win32/Floxf (tenth in Bangladesh, 163rd
worldwide), and the wornfamily Win32/Vercusei(31st in Bangladesh,
214th worldwide).

I Threats that were unusually common in PakistanludedWin32/Nugel
(fourth in Pakistan, 35th worldwide), Ipped@nth in Pakistan, 28th
worldwide), andWin32/Tupym(19th in Pakistan, 149th worldwide), all of
which are worms

9 Threats that were unusuglcommon in Indonesiincluded the worm
familiesWin32/Gamarueg(second in Indonesia, 10th worldwide),


https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Ippedo
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Floxif
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Vercuser
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Nuqel
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Tupym
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Gamarue

Win32/Macoute(fourth in Indonesia, 33rd worldwide), and
Win32/Copali(eighth in Indonesia, 65th worldwide).

1 Threats that were unusually common in Egypeluded the wormfamily
JS/Bondatseventh in Egypt, 19th worldwide), the vifasily
Win32/Grenam(11th in Egypt, 34th worldwide), and the backdtamily
MSIL/Bladabind{18th in Egypt, 201st worldwide).

1 Locations witHow encounter rates included Japafinland Sveden, and
Norway, all of which had an average monthly encounter rate of 3.6 percent
or lower in 1Q17.

1 Threats that were unusually rare in Japacluded the virugamily
Win32/Neshta(ranked 75th in Japan in March 2017, 24th worldwide),
and the wormfamilies Gamaru€122nd in Japan, 10th worldl&) and
VBS/Jenxcugl58th in Japan, 12th worldwide).

1 Threats that were unusually rare in Finlandluded the wormfamilies
INF/Autorun(87th in Finland, 21st worldwide), Jenx(@i&h in Finland,
12th worldwide), andlVin32/Conficker(136th in Finland, 23rd
worldwide).

1 Threats that were unusually rare in Swedecdluded the trojan family
Win32/Mupad (75th in Sweden, 22nd worldwide) and the wofamilies
Autorun (87th in Sweden, 21st worldwide) and Gamafli@7th in
Sweden, 10th worldwide).

1 Threats that were unusually rare in Norwiagluded Mupad(67th in
Norway, 22nd worldwide), Autoru(68th in Norway, 21st worldwide),
and Jenxcu$90th in Norway, 12th worldwide).

Threat categories

Windows Defender Security Intelligen¢&/DSI; formerly called the Microsoft
Malware Protection Center, or MMPC) classifiatividual threats into types
based on a number of factors, including how the threat spreads and what it is
designed to do. To simplify the presentation of this information and make it
easier to understand, th#licrosoft Security Intelligence Repgndups these
types into categories based on similarities in function and purpose.

15


https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Macoute
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Copali
https://www.microsoft.com/wdsi/threats/threat-search?query=JS/Bondat
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Grenam
https://www.microsoft.com/wdsi/threats/threat-search?query=MSIL/Bladabindi
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Neshta
https://www.microsoft.com/wdsi/threats/threat-search?query=VBS/Jenxcus
https://www.microsoft.com/wdsi/threats/threat-search?query=INF/Autorun
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Conficker
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Mupad
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Figure13 Encounter ratesor significantmalicious softwareategories, JanuadMarch 2017
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Trojanswere the most commonly encountered category of malicious

software in 1Q17 by a large margiad byWin32/Xadupi

The Wormscategoryincreased slightly from January through March, due in

part to an increasdn encounters involvingVin32/Gamarue

Encounters involving the Downdalers and Droppergategory fell from
second place in January to third in March, due in part to a decline in
detections 0fJS/Nemucod

Encounter rates for other categories were much lower and more consistent
from month to month.


https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Xadupi
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Gamarue
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=JS/Nemucod

Figurel4 Encounter rateor unwanted softwareategories, JanuadMarch 2017
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1 Unwanted software encounters declined steadily throughout 1Q1alfor
three unwanted software categoriés.

1 Browser modifiersvere the most commonly encountered category of
unwanted software in 1Q17, led Win32/Diplugemand Win32/Foxiebro

1 Software bundlersvere the second most commonly encountered category
of unwanted software in 1Q17, led Win32/ICLoader

1 Adwareencounterswere significantly less common than the other
unwanted software categories, ldny Win32/Adposhel

Threat families

Figurel5and Figurel6show trends for the topnalicious and unwanted
softwarefamilies that were detected on computers by Microsagalktime
antimalware productsvorldwidein 1Q17

5 Microsoft has published the criteria that the company uses to classify programs as unwanted software at
https://www.microsoft.com/wdsi/antimalwarsupport/malware and-unwanted software evaluation criteria

For programs that have been classifiad unwanted software, Microsoft provides a dispute resolution process
to allow for reporting of potential false positives and to provide software vendors with the opportunity to
request investigation of a rating with which they do not agree.
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https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Diplugem
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Foxiebro
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/ICLoader
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Adposhel
https://www.microsoft.com/wdsi/antimalware-support/malware-and-unwanted-software-evaluation-criteria
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Figurel5 Encounter raterends forthe top malicious software families, Januékjarch 2017
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Win32/Xadupj the most common malicious software family worldwide in
1Q17, is a trojan that posas a useful application, usually called WinZipper
or QKSee, but can silently download and install other malwkris often
installed silently by the browser modifie"¢in32/Sasquornd

Win32/SupTab

Xadupiand its associated families, including SasqusupTab Ghokswa
Win32/Chuckenitand othes, are part of a malwarsuite that is sometimes
call ed. 6 FBEe e bWnberstarmdimgt he & rue sd ze of
(June 22, 2017) on the Windows Security blog at
blogs.technet.microsoft.com/mmpc for more information.

Win32/Skeeyahs a generiaetection for a variety of trojanthat share
certain characteristics.

Win32/Ghdkswais a trojan that is often downloaded by Xadupt installs
modified versions of the Chrome or Firefox browsers, replacing any existing
copy of the browsers that were already on the system. The modified
versions have different search and homage settings that the user may be
unable to change, and update components that may download additional
unwanted software.

Win32/Fueryis acloud-based detection for files that have been
automatically identified as malicious by the clebased protection feature


https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Xadupi
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Sasquor
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/SupTab
https://www.microsoft.com/wdsi/threats/threat-search?query=Win32/Chuckenit
https://blogs.technet.microsoft.com/mmpc/2017/06/22/understanding-the-true-size-of-fireball/
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Skeeyah
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Ghokswa
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Fuery

of Windows Defender~or more information about the feature and

guidance for administering it in network gni r on ment s, Blbecke t he article
atFirstSigit at technet . mi cr oMnddws Defemder, and the entry
Antivirus cloud protection service: Advanced raahe defense against

neverbefore-seen malwaré Jui 18, 2017) on the Windows Security blog at
blogs.technet.microsoft.com/mmpc.

Figurel6 Encounter raterends forthe top unwanted software families, Januékjarch 2017
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1 The most commonly encountered unwanted software families were all
browser modifiers

1 Win32/Diplugemis a browsemodifier that installs browser extensions
without obtaining the userd6s consent. The brow
advertisements as the user browses the web and can inject additional
advertisements into web search results pages.

1 Win32/Neobaris abrowser modifierthat can change web browser settings
without adequate consent. It is often installed by software bundlers, and has
used the names Best YouTube Downloader, Torrent Search, BonusBerry,
and several others.

1 Win32/Foxiebras a browser modifiethat can inject ads to search results
pages, modify web pages to insert ads, and open ads in new tabs.
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https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-defender-block-at-first-sight
https://blogs.technet.microsoft.com/mmpc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-against-never-before-seen-malware/
https://blogs.technet.microsoft.com/mmpc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-against-never-before-seen-malware/
https://blogs.technet.microsoft.com/mmpc/2017/07/18/windows-defender-antivirus-cloud-protection-service-advanced-real-time-defense-against-never-before-seen-malware/
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Diplugem
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Neobar
https://www.microsoft.com/en-us/wdsi/threats/threat-search?query=Win32/Foxiebro































































































































